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Course Content

e This course is designed to help students understand
the role of information systems in modern society
and the means by which these systems are created.

e This course will examine how information
technology (IT) supports management decisions at
various levels and the role of IT in global business.

e The course will focus on various principles used to
manage information systems and principles of
effective software engineering.
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N&i dung moén hoc

Mén hoc nay dwoc thiét ké dé gitp cho hoc vién hiéu vai tro clia hé thong tin trong
xa hdi hién dai va cac phwong tién qua doé nhirng hé thong nay duoc tao ra.

M6n hoc nay sé& xem xét cach céng nghé théng tin (CNTT) hé tro cho qu‘yét dinh
quan li & cac mrc da dang va vai tro cia CNTT trong kinh doanh toan cau.

Mdn hoc nay sé hoi tu vao cac nguyén li da dang dwoc dung dé quan li hé théng tin
va cac nguyén li cua ki nghé phan mem hiéu qua.



Lecture Learning Objectives

e Upon completion of this lecture, students will be able to:
e Understand the difference between risks and issues.

e |dentify different types of risks and the process to
handle risks in an IT project.

e Outcome:

e Be able to identify and manage risks as well as
mitigate risks in IT projects.

e Understand the roles, responsibilities of risk
management.

e Understand organization risks and the potential of
these risks in a global enterprise.
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Muc tiéu hoc tap bai hoc

Khi hoan thanh bai hoc nay, hoc vién sé cé kha nang:

*Hiéu sw khac biét gitra rdi ro va van dé.

Nhan dién céac kiéu rii ro khac nhau va quai trinh giai quyét cac rui ro trong dw an
CNTT.

Két qua:

*C6 kha nang nhan dién va quan li rdi ro cling nhw giam nhe rdi ro trong dy an
CNTT.

*Hiéu vai tro, trach nhiém cta quan |i rdi ro

*Hiéu riii ro t6 chirc va tiém nang clia nhirng Ui ro nay trong doanh nghiép toan
cau.



Where Are We Going? Will We Make It?

Risk is uncertainty about a bad outcome.
Risk Management is figuring out what might go wrong,
then deciding what you can do to prevent it and/or

reduce its impact.
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Chung ta dang di dau? Chung ta sé lam diéu dé ch?
RUi ro 1a khéng chéc chan vé két qua xau.

Quan i rdi ro 1a hinh dung ra cai gi c6 thé di sai, rdi quyét dinh ban c6 thé lam gi dé
ngan ngwra né va’hoac giam tac dong cta no.



Risk or Issue?

e Depends on the likelihood:
e Arisk has not yet occurred

e Requires preventive action
e An issue has already

occurred
e Requires corrective action

Preventive action is cheaper than corrective action.
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Rui ro hay van dé?

Tuy theo tinh c6 thé:

RUi ro con chwa xay ra : Yéu ciu hanh dong phong nglra.
Van dé da xay ra: Yéu cau hanh déng stra chiva

Hang ddng phong ngtra ré hon hanh déng stra chira.



Risk Management Definition

e Risks are events that occur, causing problems.

e Risk management is the process that allows IT
managers to balance the operational and
economic costs of protective measures in IT
systems to support the business’ missions.

e Risk management is a continuous, disciplined
process for managing uncertainty.

e Risk is the likelihood of a threat-source and the
resulting adverse impact on the organization.

ISM 6

Dinh nghia quan li rai ro

RUi ro la bién cb ma xuét hién thi gay ra van dé.

Quan li rai ro 1a qua trinh cho phép ngwoi quan i CNTT lam can bang chi phi van
hanh va chi phi tiét kiém cta bién phap bao vé trong hé théng CNTT dé hé tro cho
st* ménh ctia doanh nghiép.

Quan i rdi ro la qui trinh ¢ ki luat, lién tuc dé quan li diéu khéng chéc chan.
RUi ro 14 tinh cé thé xay ra clia ngudn de doa va tac dong bét loi 1én td chirc.



Risk Management

e In the new economy and global enterprise, the nature of IT
risk has changed, from preventing events in IT projects, to
managing integrated business and technology exposure.

e With extended enterprise and globalization, the visibility of
IT risk and potential business loss resulting from IT failure
are increasing for the enterprise and their suppliers and
customers.

e Most ClIOs are aware of traditional IT risk categories such
as project, vendor and technology risk. But the nature of IT
risk has changed... with the impact of some IT risk,
especially when compounded by regulatory penalties and
market reactions.
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Quan lirai ro

Trong nén kinh t& m&i va doanh nghiép toan cau, ban chat clia rdi ro CNTT da thay
doi, tr phong ngtra bién co trong dw an sang quan li doanh nghiép tich hgp va phoi
bay cong nghé.

Vé&i doanh nghiép dwgc m& rong va toan cau hog, tinh r6 rang cta rdi ro CNTT va
ton that doanh nghiép tiém néng nay sinh tr that bai CNTT dang tang Ién cho
doanh nghiép va nha cung cap cung khach hang cta ho.

Phan I6n cac CIO déu nhan biét vé phan loai riii ro CNTT truyén thdng nhw rii ro
dw an, nha cung cap va cong nghé. Nhwng ban chat cua rdiro CNTT dé thay doi ...
VOi téq dong cua rui ro CNTT nao doé, dac biét khi bi toi té thém bdi bi phat vi pham
qui ché va phan &ng thi tredng.



Risk Management Process

e Risk Identification: Identify risk and mapping of the:
e Scope of risk management
e Source of risks
e Basis upon which risks will be evaluated

e Risk Analysis: Review and analyze risks involved in the
process.

e Risk Assessment: Identify options of handling risks.

e Mitigation: Prevent or lessen the risk using available
resources.
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Qui trinh quan li rai ro

Nhan dién rai ro: Nhan dién rui ro va sap dat cla:

Pham vi quan li rdi ro

Nguon cla ri ro

Co so trén do rii ro sé dwoc danh gia

Phan tich rui ro: Kiém diém va phan tich rui ro cé trong qui trinh.

DPanh gia rai ro: Nhan dién tuy chon giadi quyét rui ro.

Giam nhe: Phong ngtra hay lam gidm rii ro bang viéc dung tai nguyén sén cé.



Risk Management Process

How are things going?

Ide_ntify Communicate
risk \ and
What can go wrong? track risks
Analyze
risk /
* How likely is it? Assess
* What would be the handling
consequences? ;
L) ~—_, Plan & perform

mitigation

What can we do about it?
What is needed to
reduce the risk?

Risk Management is a continuous, disciplined
process for managing uncertainty.
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Qui trinh quan li rdi ro

Nhan dién rui ro: Cai gi di sai?

Phan tich rdi ro: N6 c6 thé thé nao? Hau qua la gi?

Danh gia tuy chon giai quyét:Chung ta c6 thé lam gi?

Trao ddi va theo déi rti ro: Moi sy dién ra thé nao?

Lap ké& hoach va thuc hién gidam nhe: Can gi dé gidm rdi ro?
Quan i rdi ro la qui trinh lién tuc, c6 ki luat dé& quan |i b4t trac



Source Of Risks

e Risk identification can start with the source of
problems. Risk sources may be internal or
external to the organization or the project.

e For example:

e Customers of a project may decide to cancel
it.

e Key employee of a project involved in an
accident.

e Weather at an airport can delay a flight.
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Nguédn cua rdi ro

Nhan dién rdi ro c6 thé bét dau voi nguon cla van dé. Nguon rii ro cb thé 1a bén
trong hay bén ngoai t6 chirc hay dw an. Chang han:

Khach hang ctia dy an c6 thé quyét dinh cét bd né.

Nhan vién then chét ctia dy an bi tai nan.

Thoi tiét tai san bay c6 thé 1am cham chuyén bay.
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