e |

PAI HOC CONG NGHE THONG TIN VA TRUYEN THONG THAI NGUYEN
KHOA CONG NGHE THONG TIN

BAO CAO PO AN TOT NGHIEP
TEN DPE TAI: Thiét ké mang LAN cho truong Cao diang nghé Tuyén Quang

NGUOI THUC HIEN : Nguyé&n Vwong Dan
LOP : CNTT-16K
GVHD : Vii Viin Dién

NAM HOQC: 2021 - 2022

1

————————————————eeee e e .




LOI CAM ON

Trudc tién em xin bay to 10i cam on chan thanh dén céc thay, ¢o gido da giang day,
huéng dan va giup d& em trong thoi gian hoc tap va nghién ctiru hoan thanh do an tét nghiép
nay.

Dic biét, em xin duoc bay té long biét on sau sic téi thay gido ThS. Vi Vin Dign
da tan tinh huong dan, giup d& va dong gop cho em nhiéu y kién quy bau dé hoan thanh do
an tét nghiép nay.

Xin tran thanh cam on céc thay, c¢6 gido Truong Pai hoc Cong nghé thong tin va
truyén thong, dic biét 1a cac thay cd trong bo moén Mang & An toan théng tin, khoa Cong
nghé thong tin d giang day, giup d& va tao diéu kién thuan loi cho em trong thoi gian hoc
tap tai truong.

Cubi cung, em xin chan thanh cam on gia dinh va ban bé da dong vién, quan tam,

gitip d& em hoan thanh khéa hoc va do an tét nghiép nay.

Thai Nguyén, Nim 2022

Sinh vién



LOT CAM DPOAN
T6i cam doan d6 &n tt nghiép nay Ia do ban than ty nghién ctu va thuc hién theo
sy huéng dan khoahoc ciia ThS. Vii Vin Dién.
T6i xin hoan toan chiu trach nhiém vé tinh phéap ly trong qué trinh nghién cau khoa

hoc cua db &n tét nghiép nay.

Thai Nguyén, Nim 2022

Sinh vién



MUC LUC

LOT CAM ON ... 2
LOT CAM DOAN ...t 3
CHUONG 1: CO SO LY THUYET w.oosiiieevresesess s 9
1.1. TONG QUAN VE MANG MAY TINH coiiutitiiiiieieie st sts st sieee e ste s e sresrssvs e ssae s srssbssssssessesses 9
1.1.1 Binh nghia mang MAY TINN ..o s 9
1.1.2. Pha@n 10@i Mang MAY TiNN......ccooiiii s 10
1.1.2.1 Phan loai khoang cach dia IY.......cccoviiiiiiinnccce e 10
1.1.2.2 Phan loai theo K§ thuat Chuyé&n Mach............ccceveveerveressesseese e 11
1.1.2.3 Phan 10ai theo Kién tric Mang.........cooeeoreoeeeeeeeeeeseeeeeseesse s esee e 12

1.2 MO HINH OSl...oeeee ettt sttt st st e s besaeebeeba e e e sbesbeeteeneeneeneas 12
1.3 MO HINH TCP/IP ..ottt st st sttt st ne b e sbe b e enennas 16
1.4 TIM HIEUVE MANG LAN . ...cooiiiiie e sttt 19
1.4.1 KhAi NIéMMANG LAN ..o st 19
1.4.2 CAC KIEU (TOPOLOGY) CUA MANG LAN ..ot 20
1.5 DINH TUYEN TRONG MANG LAN ..o 26
1.5.1 KN&Q NG @iNN TUYEN ..ot 26
1.5.2 G0 thife diNN TUYEN........oocveeeeeeeeeereeeee s es s 27

1.6 QUY TRINH THIET KE MANG........cuiiieiitiieietesteseestetestesteseesestesaesessesaessessesessessessssessessssesss 29
CHUONG 2: KHAO SAT, PHAN TICH, THIET KE HE THONG MANG.............. 30
2.1 KHAO SAT HE THONG MANG ....coviriririririsisesisesesestsesestses s esessssssssssssssssssssssssssesesssesesssesenns 30
2.1.1 Gidi thiéu vé truong cao dang nghé TUYEN QUANG........c..vveeveereerenrieerissieeneeans 30
2.1.2 KNAO SAL NE TNONG ..ottt ssas 30
2.1.3 Co 56 ha tang cua truong cao dang nghé TUYeN QUAaNG...........ovvevveeereeereeeeenns 30

P o = VN N ¥ (05 5) 1 - SR 34
2.2.1 Nhu cdu si dung Mang Ciia trieong NOC........oveevveeeeieeeieress oo, 34
2.2.2 Yéu cau Ciia truong VOi N thoNG MANG ........oveeeveeveeeeieeeeseesseeesissssssssessesseenseen, 34
2.2.3 PRAN ICN YBU CAU c.vvreeeeeeeeeeee e 35
2.2.3.1 YBU CAU TNIELKE ..vovovvvevreeeiieeeeeeesseescssse s 35
2.2.3.2 Ti€u chi dAnh @14 ....oooveiiiii e s 35
2.2.3.3 Thiét K& Mang MUIC 10GIC ......urvereereeereeeessiesieseeeeesess s ssssnssnnees 36
2.2.3.4 Xay dung chién lugc khai thac va quan Iy tai nguydn mang.........c....c......... 36
2.2.3.5 Thiét K& Mang MUIC VAL I ...t 36
2.2.3.6 Mang ndi bo dugc chia thanh CAC VLAN ... 36
2.2.3.7 Chon hé diéu hanh mang va cac phan mém ang dung ..........coo.eeeeeevenrrenneen. 37
2.2.3.8 CAL QAL vvrvveeeeeereeereseee e e ee e es s ee s e s s es s ee e s ee s ee s st s e es s an e ee e ee e n e 37
2.2.3.9 LA AL PRAN CUNG..vvvvveeeeeeeeeeeee et 37
2.2.3.10 Cai ddt va cau hinh Phan MEML.........coovereeeereeeeeseeces s 37

4



2. 2.3, 1L I tNT 1ot e s et te s e s er e et et e s es s e e tesenerer s 37

2.2.4 M hinh logic hé théng mang tai triuong cao dang nghé Tuyén Quang............. 38
2.2.5 Chia @@ CNI TP ..o 40
2.2.6 S0 @6 VAt 1Y NG thONG MANG ..vcvvovereeereeeeseee s 41
2.2.7 Thong K& S 1160NG NOUE MANG .....cvvvverveeeeieeeieseeseeessss s ssss s sesssssnseans 43
2.3.8 D trU KINN PR s 44
CHUONG 3: CAI PAT CHUONG TRINH........co.comvioimrrinmrienieneesseisseeessiessesssssssesnsens 49
3.1 GIGI THIEU PHAN MEM MO PHONG HE THONG MANG CISCO PACKET TRACER........... 49
3.1.1 Gidi thidu VE PRAN MEM .......coooeeereeeeeeeeeeeeseeee st 49
3.1.2 P6i nét vé phien ban Packet Tracer 11.0 ..o 49

3.2 CA1 BPAT MO PHONG HE THONG MANG LAN CHO TRUONG CAO PANG NGHE TUYEN
QUANG TREN PHAN MEM MO PHONG.......ccueiietiitiiieiete et seete st s e reste e be st aesenesresnene s s 50
KT Y (7 1511110 YOO 50
3.2.2 Kiém tra va xem thong tin da duroC CaAU NINN ...ovoveveeeeeeee e 50
3.2.3 KiéM tra KOt NOT CAC MAY .....cveoveerveeereeeeeesee st asssss s 60
3.2.3. 1 PING CAC MAY ..cviuiieerciceiess ettt 60
3.2.3.2 LENN IPCONTIG . .cuiiicieee et s 63
.3 KET THUC ..ottt sttt sttt b et b e et e s et et et et et et e et eneseebe e beneas 64
2 O B LU 1 N OO 65
TAL LIEU THAM KHAO ..ot es s sese s 66



Hinh 1-1: M6 hinh mang may tinh O DAN ..o, 9

HINO 1-2: MO NN OSH ... s s s s es et e e 14
HINO 1-3: MO NINN TCP/IP ...ttt 16
HINN 1-4: KIEN TUC TCP/IP oot sssssss st sssssssssssssss 18
Hinh 1-5: M6 hinh mang hinh SA0..........ccccviiiiiciii e 21
Hinh 1-6: M6 hinh mang dang VONG.......cccccuirieinineissie e 22
Hinh 1-7: M6 hinh mang dang dinh tUYEN ..ot 23
Hinh 1-8: M& hinh mang dang IuGi. ... e 24
Hinh 1-9: M& hinh mang hinh SA0 MG FONG.....cciiiiiiceire e 25
Hinh 1-10: M8 hinh Mang €O CAU tIUC CAY ........vvveeveeeeeresreeseeesieesiessssssssssssssessesssseessesneeans 26
Hinh 2-1: So d6 mat bang cua ca truong cao dang nghé Tuy@n QUaNng...........cco..eeeeeeeene. 31
Hinh 2-2: So @6 mat bang khu nha hanh ChiNA ... 32
Hinh 2-3: So @6 mat bang tang 1 va 2 Khu Nha day NOC.........ovveeveeeeeeereeeeeeeeeeeeeee oo, 33
Hinh 2-4: So d6 mat bang ting 3 va 4 Khu nha day NOC........o.evvevveeeveeeeeceeeseeseseseseneeons 34
Hinh 2-5: M& hinh logic hé thng mang tong thé ..., 38
Hinh 2-6: Mb hinh logic hé théng mang khu nha hanh chinh ..., 39
Hinh 2-7: Mé hinh logic hé théng mang khu day hoC tAng 1 VA 2......ccccevvveveveeriecereeinniane, 39
Hinh 2-8: M6 hinh logic hé théng mang khu day hoC ting 3 VA 4.......cccevveeveveeeineeecinniane, 40
Hinh 2-9: Md hinh vat ly hé thng mang khu nha hanh chinh ..o, 41
Hinh 2-10: Mb hinh vat Iy hé théng mang khu day hoc tAng 1 VA 2........cc.eeveveeeveeereeeane, 42
Hinh 2-11: Mé hinh vat Iy hé théng mang khu day hoc tAng 3 VA 4.......ccc.eevveeeveeereeeeneane, 43
Hinh 3-1: So d6 hé thong mang LAN truong cao dang nghé Tuyén Quang..........c........... 50
Hinh 3-2: Switch layer 3 cua toa nha hanh chinh..........ccccoi 51
Hinh 3-3: Switch layer 3 cua tda Nha day NOC ..o 51
Hinh 3-4: Switch layer 2 cua téa nha hanh chinh...........ccccoiviii 52
Hinh 3-5: Switch layer 2 cua toa Nha day NOC ... e 52
Hinh 3-6: Switch layer 3 cua toa nha hanh chinh..........cccco 53
Hinh 3-7: Vlan 10 switch layer 2 cua tda nha hanh chinh...........ccocoooviiicciccccce, 54
Hinh 3-8: Switch layer 3 cua téa Nha day NOC.......cccvvvveceiiicccee e 54
Hinh 3-9: Vlan 20 trong switch layer 2 ctia t0a nha day hoC........ccccevvvvvvvcicinvccinise, 55
Hinh 3-10: Vlan 30 trong switch layer 2 cta toa nha day hoC........ccccvvveviveiinvnncinien 55
Hinh 3-11: Vlan 40 trong switch layer 2 cta toa nha day hoC........ccceovvvvccciiivcccicce, 56
Hinh 3-12: Vlan 50 trong switch layer 2 cta toa nha day hoC........cccovvvvvveccivnvcciiie, 56
Hinh 3-13: Dia chi IP cac interface Clila ROULEN........cocvciiiicce et 57
Hinh 3-14: bia chi IP cac interface caa switch layer 3 khu nha hanh chinh ...................... 57
Hinh 3-15: Dia chi IP cac interface caa switch layer 3 khu nha day hoc.........cccccevnneee. 58
Hinh 3-16: Dia chi IP cac interface cua firewall asa5506...........ccccvvvvviiievicvie s, 58
Hinh 3-17: Giao thirc dinh tuyén Cla ROULET .........c.ovveeeeeeereess s seneeans 59
Hinh 3-18: Giao thirc dinh tuyén caa switch layer 3 khu nha hanh chinh ........c..cccoco... 59
Hinh 3-19: Giao thirc dinh tuyén caa switch layer 3 khu nha day hoC........oooovvvevveereveeene. 60

6



HiNh 3-20: PING tlr PC2 A8N PCA ...t ensss s ssss s ssnssans 61

Hinh 3-21: PING tlr PCO d&N PCL2 ... sssssssssessssssssssssssssassssnssans 61
Hinh 3-22: Ping tit PC7 d&N ASABS06............oouiveeeeeieeeeeseeseesseees s ssseseseessessesssess s 62
Hinh 3-23: PiNg tir PCL N SEIVEI2.........cveeeeeeeseeeeeeseeeeeeeeess s ssse s 63
HINh 3-24: 1pCONTIG LN PC3......oiiccii e 63



Mé dau

Ngay nay, mang may tinh da tré thanh mot ha tang co s& quan trong cua tat ca cac
co quan, i nghiép, truong hoc. N6 da tro thanh mot kénh trao doi thong tin khéng thé thiéu
duogc trong thoi dai cong nghé thong tin. Vi xu thé gia thanh ngay cang ha cua cac thiét
bi dién tir, kinh phi dau tu cho viéc xay dung mot hé théng mang khong vuot rangoai kha
ning ctia cac cdng ty, xi nghiép. Tuy nhién, viéc khai thac mot hé thdng mang mot céch
hiéu qua dé hd tro cho cdng tac nghiép vu cua cac co quan, Xi nghiép, truong hoc thi con
nhiéu van dé can ban luan. Hau hét nguoi ta chi chd trong dén viéc mua phan cing mang
ma khong quan tim dén yéu cau khai thac sir dung mang vé sau. Diéu nay c6 thé dan dén
hai truong hop: Lang phi trong dau tu hoic mang khong dap ung du cho nhu cau sir dung.



Chuong 1: Co sé 1y thuyét

1.1. Téng quan vé mang may tinh
1.1.1 Pinh nghia mang may tinh
Mang may tinh 1a mot tap hop cac may tinh duoc néi voi nhau bai duong truyén

theo mot ciu tric nao d6 va thong qua dé cac may tinh trao d6i thong tin qua lai cho nhau.

Puong truyén la hé thong céc thiét bi truyén dan c6 day hay khong day dung dé
chuyén cac tin hiéu dién tir tir may tinh nay dén may tinh khéc. C4c tin hiéu dién tir d6 biéu
thi c4c gia tri dir liéu dudi dang cac xung nhi phan on - off. Tt ca cac tin hiéu duoc truyén
gitta cac may tinh déu thuoc mot dang song dién tir. TUy theo tan sb cua song dién tir 6
thé dung cac dudng truyén vat Iy khac nhau dé truyén céc tin hiéu. O day duong truyén
dugc két ndi co thé 1a day cap dong truc, cap xoin, cap quang, ddy dién thoai, song vo
tuyén. Cac duong truyén dit liéu tao nén cau triic cia mang. Hai khai niém duong truyén

va cau tric 1a nhimg dic trung co ban caa mang may tinh.
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Hinh 1-1: M6 hinh mang may tinh co ban
Céac may tinh dwoc két ndi thanh mang cho phép cac kha nang;

+Str dung chung céc cong cu tién ich



+Chia sé kho dit liéu dung chung

+Tang d6 tin cay cua hé théng

+Trao d6i thong diép, hinh anh

+Dung chung céc thiét bi ngoai vi (may in, may v&, Fax, modem...)

+Giam thiéu chi phi va thoi gian di lai.

1.1.2. Phan loai mang may tinh
CO nhiéu cach @é phan loai mang may tinh tuy thugc vao yéu to chinh dugc chon dé

lam tiéu chi phan loai, chang han nhu 1 phan loai theo khoang cach dia ly, phan loai theo ky
thuat chuyén mach, phan loai theo kién triic mang, ...

Nhung cach hay thuong dugc xu dung nhat 1a phan loai theo khoang cach dia ly.
1.1.2.1 Phén loai khoang cach dia ly

- Mang cuc bo (Local Area Networks - LAN): mang cuc bo cai dat trong pham vi
tuong doi hep, khoang cach giira cac may tinh ndi mang 1a vai trim mét. Mang Lan thuong
duoc dung trong cac co quan td chic. Va khi cac Lan duoc két ndi véi nhau s& tao thanh
mang MAN.

- Mang d6 thi (Metropolitan Area Networks - MAN): Két nbi cac may tinh trong
pham vi mot thanh phé, két néi nay duoc thuc hiénthong qua cac moi truong dudng truyén
tdc d6 cao (50-100 Mbit/s).

- Mang dién rong (Wide Area Networks - WAN): 1a mang dién rong két ndi cac
may tinh trong noi bo cac quéc gia hay giita cac qubc gia cing mot chau luc, théng thuong
két ndi nay duoc thdng qua mang vién thong. Bac biét cac WAN ¢ thé két ndi véi nhau
tao thanh mang GAN.

- Mang toan cau (Global Area Networks - GAN): La mang két ndi cac may tinh tur
cac chau lyc khac nhau, thong thuong két ndi nay duoc théng qua mang vién théng va vé

tinh.
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