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LO1 CAM ON

Trudc tién em xin bay t6 1oi cam on chan thanh dén céc thay, co gido da giang
day, hudng dan va gitp d& em trong thoi gian hoc tap va nghién ciru hoan thanh db an
t6t nghiép nay.

Dic biét, em xin dugc bay to 10ng biét on sau sic téi thay gido ThS. Lé Hoang
Hiép da tan tinh huéng din, gitp d& va dong gép cho em nhiéu y kién quy bau dé
hoan thanh d6 an tét nghiép nay.

Xin chan thanh cam on céc thay, cd gido Trudng Pai hoc Cong nghé thong tin
va truyén thong, dic biét 1a cac thay cb trong b6 moén Mang & An toan thang tin, khoa
Cong nghé thong tin da giang day, gitp d& va tao diéu kién thuan loi cho em trong thoi
gian hoc tap tai truong.

Cudi cing, em xin chan thanh cam on gia dinh va ban bé di dong vién, quan

tam, giup d& em hoan thanh khda hoc va d6 an tot nghiép nay.

Théai Nguyén, Niam 2022

Sinh vién
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Tb6i cam doan dd &n tét nghiép nay Ia do ban than tu nghién ctu va thuc hién
theo su hudng dan khoa hoc cia ThS. L& Hoang Hiép.
T6i xin hoan toan chiu trach nhiém vé tinh phap ly trong qua trinh nghién ctu

khoa hoc cua do an tét nghiép nay.

Thai Nguyén, Nam 2022

Sinh vién



MUC LUC

IMIUC LUC ettt ettt ee et e e e e ees et et e e e eessee s e et eneeees et et eneeeeseeeeeeneeeeeneeens 1
DANH MUC HINH ANH ....coovivoeeeeeeeeeeeeeeeeeeee ettt eaeesen e esen s sseses s seeeanesenenens 5
LOTNOTDAU ..ot 7
CHUONG I: CO SO LY THUYET oot 8
1.1. TONG QUAN V& QUAN T MANG c...veveveeeeeeeeee e eeseeses st es st eses s sn s s st enens 8
1.1.1. Quan 1y 16i: ( FM:Fault Management)........c.cocueveeeerenreiresssssssssssssssssesssssssessssenss 8
1.1.2. Quan Iy vé cau hinh (Configuration Management - CM ) .......coccouvveverennreesnsennne. 10
1.1.3. Quan ly an ninh mang (security management - SM)........ccccoevveeeiinnnseienesesennenns 13
1.1.4. Quan ly hiéu qua: (Performance management:PM) .........ccccovvvvvvvnivisisisisesnnn, 14
1.1.5. Quan ly tai khoan (accounting management - AM) ........cccccovveeieienesseeienenesenenns 15
1.2. Tong quan V& WIndows SErVer 2012 ...........covvveervreieeeeeseseesiesessesssssesessessesssenens 16
1.2.1. GiGi thieu V& WINAOWS SEIVEF 2012 ........oeoeeeeeeeeeereeeeeeeeeeeseseeeessesesseeesesesesseessens 16
1.2.2. Céc tinh nang mai trong Windows Server 2012..........ccovvvvvvvrsneieseeees 17
1.3. CAC CONG CU QUAN I MEANG c.veviviieieiieieieieeee ettt e b b see e 20
1.3.1. Quan ly bang thong vai Bandwidth SpHHer...........ccoovviieiinicicicccers 21
1.3.2. Quan ly tap trung véi Ideal ADMINIStration...........cocevvcernnnnccersseeeeesees 21
1.3.3. Quan ly c&c chinh SACh VT GPMC ... 22
1.3.4. Quan ly dich vu mang vai Total Server Monitor ..., 22
1.3.5. Quan ly dia chi IP vai Advanced IP Scanner 2.0.........coovvvvnnnnnsssseseseseeene 23
CHUONG II KHAO SAT & PHAN TIiCH THIET KE HE THONG MANG CONG
TY NANOSYS BAC NINH.....oioieieieeeeeeeeeee ettt e et en s et en s, 24
2.1. Gigi thiéu chung vé cong ty Nanosys BAC Ninh. ..........cccccvvvernversvenseseesneninn, 24
2.2. NNitng Y&u cau ciia NE thANG MaNG. .........evvvereeenreeieseesesssseseseesesesesssssesssssssssssseons 27
2.3. PhaN tich, thidt K& N8 thONG ......veeeeeee e 28
2.3.1. DAt DRI TOAN......cctiiiiice et sreaean 28
2.3.2. Thuc trang co s& ha tang vé CNTT tai cong ty Nanosys Bac Ninh. ..........c.......... 28
2.3.2 Quy trinh quan tri mang cho cong ty Nanosys BA¢ Ninh. ..........c..ccccceeeomrersrernnees 29
2.4. M6 hinh logic va mé hinh vat [y hé thong Mang...........cceeeveeveeeeieeeseeeeeean. 31



2.4.1. S0 d0 10giC NE thONG MANG .......eooeeeeeeeeseee e ses s sanees 31

2.4.2. M6 hinh VAt Iy hé thANG Mang.........c..rveereeeriiesessessesesssssssssssssessesssssssssesesnnens 34
2.5. Lua chon phuong 4n KEE NOi..........c.oeveeeeeeeeee et 35
2.6. Lura Chon thidt i KEE NGi........c..eveevceieeeceseeeeeeee st 37
2.7. CHIA GHA CHE TP ..ottt 41
2.8. HaCh t0AN Chi PRI ... 41

CHUONG III XAY DUNG CHUONG TRINH DEMO QUY TRINH QUAN TRI
MANG TREN NEN TANG WINDOWS SERVER CHO CONG TY NANOSYS BAC

NN OO 46
3.1. Cai dat AD-DS, DNS, DHCP, WEB SERVER trén Windows Server 2012 ......... 46
3.2. CAU NN DINS ...ttt n e 47
3.3. CAU NINN AD DS ..ottt 48
3.4. CAUNINN DHCP ..ottt 50
3.5. CAU hiNh WEB SERVER I1S ......coiuieiieeeeeeeeeeteeeee e sesees s 55
KET LUAN <ottt ettt ettt ettt et et e e et et et et et et et et et et et et et ettt ee e 58
TAILIEU THAM KHAO ...ttt 59
NHAN XET CUA GIAO VIEN HUONG DAN ....oveeoeeeeeeeeeeeeeeeeeeeeeeeeeseeeeneneeens 61



DANH MUC HINH ANH

Hinh 2.1. So 6 mat bang c6ng ty Nanosys BAC NiNN. .........cccocvveevvvvenseeses e, 25
Hinh 2.2. S0 d06 MAt BANG tANG L. ...ovoeeieeeeeeeeeeeeee et 25
Hinh 2.3. SO d0 MAt BANG tANG 2 ...t 26
Hinh 2.4. SO 6 MAt BANG TANG 3. ...oovvveivieiceseeeeeee et 27
Hinh 2.5. SO d0 MAt BANG tANG 4 ...t 27
Hinh 2.6 MO hinh 10GIC TANG L......o.vovvieieeeeeeeeeieeee sttt 32
Hinh 2.7. MO hIND 10GIC tANG 2.ttt 32
Hinh 2.8. M8 INO 10GIC TANG 3....vvveeeeeeeeese ettt 33
Hinh 2.9. MO hINh 10GIC tANG 4.ttt 33
Hinh 2.10. SO d0 VAL IV TANG L.....ovvecvieiceeseeeeeeeees ettt 34
Hinh 2.11. SO d0 VAL IY TANG 2..voevieeeeeee sttt 34
Hinh 2.12. S0 d0 VAL IY TANG 3 oot sttt 35
Hinh 2.13. SO d0 VAL IV TANG 4 ..ottt 35
HINN 3.1 Ta0 AD DS ..ottt ettt 46
Hinh 3.2 Join thanh cong vao DOMAIN .........cccoeiiiiiiiiiesee e 46
Hinh 3.3 Tao FOrward LOOKUP ZONE........c.ccveiuieiieiee it stee e steesie et ere e 47
Hinh 3.4 Tao ReServe LOOKUP ZONE ......ccceiieiieiieciee ittt ettt 48
Hinh 3.5 DNS phan giai t&n mién thanh CONG.........cccceveeveeverereeieeeeeeeeesesee e, 48
Hinh 3.6 Tao cac phong ban trong AD-DS cho Bigdigital ............ccccccooeviiiiiieiecnn, 48
Hinh 3.7 Thém User vao cac phong ban trong tNg.........cccocverveiiiiiiieiiiec e 50
Hinh 3.8 Giao dién Cra S DHCP .......ooovvviieiieiece s 51
HInNh 3.9 Nhap tn Cho SCOPE ......eoiiiiiiie s 51
Hinh 3.10 Nhap day IP Va SUDNEL.........c.cooiiie e 52
Hinh 3.11 Nhap ddy IP ma ching ta khéng muén cac may client duoc cap................. 52
Hinh 3.12 Cau hinh thém mot s6 0ption cho CHENt ..., 53
Hinh 3.13 Nhap dia chi Default GateWay ..........ccccevereiierieieseerie e 53
Hinh 3.14 CAU NINN WINS SEIVET ........couvviiriicieiecie s 54
Hinh 3.15 Chon Yes, | want to active this scope now dé Active SCope ..........c..co....... 54
Hinh 3.16 Internet INfOrmation SEIVICES ........ccooiiiiiiiiiiee e s 55
Hinh 3.17 Chon Add Website dé khdi tao WeDSIte MGi .......cvverrrereerreerreereenreeeeeeeenns 55



Hinh 3.18 Dién C4C thANg tin Cho WEDSILE............c.eveeeeeeceeeeeeeeee e,
Hinh 3.19 Tao Forward Lookup Zone tCK.COM .......cccviiveieiiiieie e

Hinh 3.20 Giao dién Web tir may client



LOT NOI PAU

Cung v&i su phat trién nhanh chong ciia nén kinh té, van dé img dung hé théng
mang théng tin vao diéu hanh va san xuit trong doanh nghiép hién nay duoc diy
manh. Nha quan 1y mong muén Quan tri vién mang thong tin phai nim bit duoc hiu
hét cac cong nghé manh dé nhanh chong trién khai, ng dung nhiing cong nghé mang
tién tién vao phuc vu diéu hanh san xuét cling nhu lap ké hoach xay dung va bao v¢ h¢
thng thong tin ndi bd cta doanh nghiép tranh khoi moi nguy co tan cong.

Nam bét xu thé trén em d3 tim hiéu va nghién ctru thuc hién dé tai “Trién khai
giai phap quan tri mang trén nén tang Windows Server cho cong ty Nanosys Bic
Ninh”. Muc dich cta viéc thuc hién dé tai 1a thong qua 1y luan va thuc tién, em mubn
di sdu tim hiéu va nam chic hon vé hé diéu hanh Windows Server 2012.

Véi nhitng kién thac da duoc hoc va quéa trinh tim hiéu, dic biét 12 sy hudéng
dan nhiét tinh cta thady ThS. Lé Hoang Hiép da hét 1ong giup d& em hoan thanh dé tai
nay. Véi thoi gian thuc tap c6 han, trong qua trinh lam dé tai chic chic em s& mic
phai nhiéu thiéu s6t. Em rat mong duoc sy dong gop y kién cia Thay Co dé em c6 thé
hoan thién va phét trién dé tai.

Em xin chan thanh cam on !



CHUONG I: CO SO LY THUYET
1.1. Téng quan vé quan tri mang

Quan trj mang (NM: Network Management) 13 qué trinh diéu khién cac Doanh
nghiép phirc tap, nhim tdi wu hod tinh ning sut va hiéu qua ctia may dya trén cac kha
nang cta chinh hé thong dé thuc thi viéc quan Iy mang. Qua trinh nay bao gdm:

Thu thap dit kién, hodc 1a tu dong hodc 1a thong qua su nd lyc cta cac ky su. N6
c¢6 thé bao gdm ca viéc phan tich cac dir lidu va dua ra cac giai phap va cé thé con giai
quyét cac tinh hudng ma khong can dén nguoi ky su.

Thém vao d6 né co thé 1am cac ban bao céo cé ich cho cac k¥ su trong viéc quan

1y mang. D& hoan tat cac cong viéc mot hé quan ly mang can c6 5 chure nang sau.
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Hinh 1-1: Téng quan vé quan tri mang
1.1.1. Quan Iy 16i: (FM: Fault Management)
FM la mot qua trinh dinh vi cac 15i, nd bao gém céc van dé sau:
1. Tim ra céc 16i.
2. Co lap 15i

3. Stra chira néu co thé.
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Hinh 1-2: L6i quan ly

Str dung ky thuat FM, cac ky su mang co thé dinh vi va giai quyét cac van dé
nhanh hon. Vi dy, trong mdt qué trinh cai dat, mot nguoi st dung thdm nhap vao mot
hé théng tr xa qua mét duong di véi rat nhiéu thiét bi mang. Dot nhién lién lac bi cit
dut, ngudi sit dung thong bao cho ki su mang. Vi mot cong cu quan 1y 16i kém hiéu
qua mudn biét 15i nay c6 phai do nguoi st dung gy ra khong ngudi quan tri phai thuc
hién cac test, vi du nhu dwa vao mét 1énh sai hodc cb y vao mot h¢ mang khong cho
phép. Néu thay ngudi sir dung khong c6 16i thi sau d6 can phai kiém tra cac phuong
tién ndi gitra nguoi sir dung va hé thong tir xa d6, bat dau tir thiét bi gan ngudi sir dung
nhat. Gia sir ta khong tim ra 16i trong thiét bi két ndi. Khi vao vung dit liéu trung
tam, ta théy moi dén hiéu déu tit va c6 thé xem thém cac 6 cam, lac do phich cam
r0i ra ta két luan rang c6 mot ai d6 d3 ngiu nhién rat phich cim ra, sau khi cdm lai
ta s€ théy mang lam viéc binh thudng. Vi du trén 1a mot 16i thudc loai don gian.
Nhiéu 16i khong dé dang tim nhu thé.

Véi su giap d& cua FM ta c6 thé tim ra cach giai quyét cac van dé nhanh hon.
Thuec ra, ta ¢6 thé tim va sira cac sai hong trude khi nguoi st dung thong bao.

Bén canh Ldi quan 1y, FM c6 y nghia khac. Chung duoc liét ké & bén trai bén
dué6i. Xin vui long di chuyén xubng va nhap chudt dé xem mdi nguoi trong sd ho. Poi
v6i tit ca v nghia ciia FM, vui long nhip vao "thém ". Néu ban dang truy cép phién

ban tiéng Anh ctia ching t61, va mudn xem dinh nghia cua Lo1 quan 1y bang cac ngon



